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About me

» Study ofElectronic Engineering / Computer Science
» Industrial Software Development / Warehouse Logistics

» Lectures @FH JOANNEUM
» Network Technologies
» IT-Security
» FEthical Hacking
» Network Security

» Research Activities
» Industrial Penetration Testing
»  Wireless Security g
» Oday hunting Al : ERPLOIT!

» Industrial Certifications
» OSCP, OSCE, CISSP, OSWP, CCNA, eCPPT, CSM, e MAPT
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AGENDA

» Bedrohungslage

» Angriffsszenarien

» Erfahrungen aus Projekten

» SchutzmafBnahmen
Empfehlungen

3 | October10,2019 |

. wwv:BANDICAM.com

029

a7 [ exeuore
ass T wHY HORS E2

https:// www.youtube.com/watch?v=dDWxp9kJ4G8
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Bedrohungen - Who are the enemies?
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» Script Kiddies

» Hacktivisten

» Mitarbeiter

» Ehemalige Mitarbeiter

» Mitbewerb
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» Regierungen / Geheimdienste

» Organisierte Kriminalitat

Ransomware

FH | JOANNEUM
IT & Mobile Security

6

Virus infiziert Computer
Virus verschliisselt die Festplatte(n)
Bezahlung von Losegeld fiir die Entschliisselung

Kryptographisch sichere Verfahren — RSA, AES
Teilweise Implementierungsfehler
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Qoops, your files have been encrypted! Enghin =

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without

il our decrvption service.

Can I Recover My Files?

Sure. We guarantee that vou can recover all your files safely and easily. But you have

You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your flles, vou need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
RS Ao, I yeu don't pay in T days, you won't be able to recover your flles farever.
Your fil Al be lost on We will have free events fior users who are so poor that they couldn’t pay in 6 months.

How Do 1 Pay?
Payment iz accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins®,

And send the correct amount to the address specified in this window.
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T = Kill Switch

(kinswitch) """ http://www.iugerfsodp9ifjapos ‘7
P dfjhgosurijfaewrwergwea.com

Zugang . | Dropper EXE

1. Set Up SMB connection
2. Probe for MS17-010
[SMB Vuln Exploited) 3, Prepare Payload in Base64
Load from 4, Probe for doublepulsar
Resource ate a new service B4 RN Thad

| tasksche.exe M Heap

Password
Protected ZIP

1. Prep Public Key !Prmﬂmwﬂmmwmdhm.nkr
2. Decrypt AES Key
3. Decrypt DLL

attrib o .

Za hlung icacls . /gremt Everyene:F /T /C /Q

\ 1. Prep the Tor Info

cwnry  2Load Bitcoin Ly

(config file) Wallets (AES file +

Thread - Writing New Encrypled Files
o) “WNCRYT"

Thread . || Run taskdl.exe

https://www.endgame.com/blog/werywanacry-ransomware-technical-analysis
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Verbreitung

Oureawabuter e Ransomware

Thread - Start Encrypting Files / Funktlona htat




Me guarantee that yvou can recover all puwy
nead to do | subrit the paymant and puvihn

Ploawnw follow the instructions
i send $388 worth of Bitcoln to el lawlng

2D

R1t78u:5dzali MBS

© REUTERSS Mikhail Golub

https://de.sputniknews.com/panorama/20170628316360307-warum-das-neue-virus-gefachrlicher-als-seine-vorgaenger-ist
https:// www.heise.de/security/ meldung/ Petya-Atta cke-oder-NotPetya-Erstes-Angriffszic l-offenbar-in-der-Ukra ine-3757496 .html
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Norsk Hydro ransomware incident losses
reach $40 million after one week

Hydro became victim of an extensive cyber-attack in the early hours of Tuesday (CET), impacting operations in
several of the company's business areas.

IT-systems in most business areas are impacted and Hydro is switching to manual operations as far as possible.
Hydro 1s working to contain and neutralize the attack, but does not yet know the full extent of the situation.

Investor contact

Stian Hasle

+47 97736022

Stian Hasle@hydro.com
Press contact

Halvor Molland

+47 92979797

Halvor Molland@hvdro.com

Follow us on Facebook:

facebook com/norskhydroasa




B README_LDCKED - Notepad
Fie Edt Formst View Help

lareetings!

[There was a significant flaw in the security s¥stem of your cmpanx.
vou should be thankful that the flaw was exploited by serious people and not some rookies.
iThey would have damaged a1l of your data by mistake or for fun.

[rour files are encrypted with the strongest military algorithms RSA4096 and AES~2356,
without our special decoder 1t 1s impossible to restore the data,

jattempts to restore your data with third party software as Photorec, RannohDecryptor etc.
will l?eat:l to irreversible destruction of your data.

ITo confirm our honest intentions.

send us 2-3 different random files and you will get them decrypted.

It can be from different computers on your network to be sure that our decoder decrypts ever:
sample f1les we unlock for free (Files should not be related to any kind of backups).

we exclusively have decryption software for your situation

DO NOT RESET OR SHUTDOWN - f1les may be damaged.

DO NOT REMAME the encrypted files.

DO NOT MOVE the encrygted files.

This may lead to the impossibility of recovery of the certain files.

The payment has to be made in Bitcoins.

IThe final price degends on how fast you contact us.

las soon as we recelve the payment you will ger the decryption tool and
instructions on how to improve your systems security

To get information on the price of the decoder contact us at:

Dharmaparracks;rot onmail.com

wyattpettigrews0225558mail. com
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There were orders planned on the press already,
-
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So we were in the packing area and gathered all the documents we could find &
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Many sites are hit harder
and are struggling to get
their operations goin

Infected PCs in Toulouse, France
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Thousands of people

| around the world of Hydro are
currently working day and night
to get back up and running

Ornago, ltaly ;\ ;s




Inttialer Zugriff
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Phishing

FH |JOANNEUM

University of Applied Sciences

IT & Mobile

Security

» Phishing

» Daten 1

» Spear Ph
» Gezielt

Lieber Herr, Frau Paketempfanger,

Lieber Griifie,

Ihr DPD Team

leider haben wir uns verpasst, Ihr/e Paket/e mit dem Auftragsnummer 0978168123
wird/werden zum nfchstméglichen Termin erneut versendet.

Bitte wihlen sie unter www.dpd-versandinfo.com einen fiir Sie mdglichen Termin aus.
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NETFLIX

We're sorry to say goodbye

Hello,

Tunes let us know that you asked to cancel your
ip. We've y Hi <customer>,
effective Tuesday, March 21st, 2017.

Thisis a follow-up regarding your package delivery:

Obviously we'd love to have you back. If you
change your mind, simply

1o enjoy all the best TV shows & movies without
interruption.

RESTART MEMBERSHIP

returned to sender.

= Tracking Number: 0p2uYaSRIho

The package contained i the above-mentioned shipment was not accepted at the
Please contact your local UPS office and provide the printed del

Thanks so much for shipping with UPS.

We're here to help if you need it. Visit the Help

Center for more info or contact us.

~Your friends at Netflix

o ACCOUNTING DEPARTMENT
Ce: TomHeald@strategictax.com~

W2's for All Employees

Please send our W2 Tax Documents for all employees to Tom Heald at
Strategic Tax Consultants. | have cc’d him here.

We need these documents for a review ordered by the Board of
Directors.

o0e o = g Al B

m Tom Smith Signature:  None i3

Please send immediately as we are under a time crunch)

Thanks,
Tom Smith
CEO

BetterSystems Inc

hitps://www.edts.com/edts-blog/ 1 5-examples-of-phishing-ema ls-from-2016-2017
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destination address.
delivery stickey, included in this email.

Please note that in case of a fallure to contact your local UPS office within 21 days the parcel will be
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PayPal

We need your help

Your account has been suspended, as an error was detected in your informations.
‘The reason for the error is not certain, but for security reasons, we have suspended
your account temporarily

We need you to update your informations for further use of your PayPal account.

You are currently made disabled of :

Adding a payment method

¢ Sending payment
k ) Adding a billng address

Accepting payment

information

amazon

Due to a sytem error you were double charged for your last order, A refund
process was initiated but could not be completed due to errors in your billing

REF CODE:2550CGE

Refund Notification

1N Frst St San Jose, CA 85131,

“~urity

o s asaress. For mmadiate answers o your questors, vt our

YYou are required to provide us a valid billing address
Click Here to Update Your Address

After your information has been validated you should get your refund within 3
business days

We hope to see you again soon.
Amazon.com
Email ID:
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Mysterigser i0S-Hack: Websites infizierten Angriffe auf iPhones laut Experten stiimperhaft
jahrelang iPhones umgesetzt

Der groBte iPhone-Hack aller Zeiten erlaubt eine génzliﬁ ii i
unbekannten, wahrscheinlich staatsnahen Tater nutzter] 14 verschiedene Sicherheitsliicken

Der IT-Sicherheitsexperte Jake Williams von der Firma Rendition Infosec vermutete im

31. August 2019, 00:21 259 Postings

Magazin Wired, dass hinter den Attacker) relativ unerfahrene Programmiererfeiner

Regierungsbehdrde stecken kénnten, die Informationen liber Schwachstellen von

einem darauﬂspezialisierten Anbieterbekommen héatten. Dass die Attacken trotz der

eher stiimperhaften Umsetzung so lange unentdeckt geblieben seien, kénne darauf
hinweisen, dass sie sich innerhalb eines einzelnen Landes abspielten, mutmalte
Williams.

https://www.derstandard.at/story/2000108046751/mysterioeser-ios-hack-websites-infizierten-jahrelang-iphones  https://t3n.de/news/ google-experten-hacker-konnten-1193426/
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Infizierte WEB Seiten

£ root@ikali: ~
otikali:~# nc -lnvp 4444
: Version 7.70 ( https://nmap.org/ncat )
: Listening on :::4444
: Listening on 0.0.0.0:4444

@ Mozillz Firefox Start Page

#® €

Bank, stream. and tweet with peace of mind, Your Firefox
Account lets you securely access passwords wherever you
intemet

*ekdkk

Victim
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USB Devices
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Gilinstige Gerate
Konnen Schadprogramme beinhalten

Vordem Gebaude abgelegt
Am Parkplatz ausgestreut
In der Toilette verloren

Als Geschenk versendet

October 10,2019




USB devices
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Name Anderungsdatum GraBe

[> CV.pdf Anwendung 4481 KB

i3] Gehaltstabelle Microsoft Office E... 178 KB
Textdokument 1KB

| info \
N

Beispiele:
* AuspPUhrbarer Code
+ Filerormat Exploits
+ BadUSB

© Thomas Hackner Breakinln Security Forum Hagenberg
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USB devices
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j’"}SD Storage - 60 MHz 32-Bit CPU
Replay Button [ : /
- : Covert Case

ln'j

AR | ED Indicator

{

© Thomas Hackner Breakinln Security Forum Hagenberg
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» Spezielles USB Gerit
» Arbeitet als Tastatur
» Kann tippen

» Glinstiges Gerdt




USB Stick dropping
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Getarnte Netzwerk Gerate

» Eine Minute Zugang zu einem
Raum reicht aus

» Mit Batterie betrieben

» “Calling home” Gerite
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PwnPlug —Network Attack Device
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Tests in der Industrie

» Ethical Hacking

» Vulnerability Assessment

» Penetration Test
» Red Team Assessment

» Tests um den Sicherheitsstatus festzustellen
» In derITbereits etabliert
» In der OTnureingeschrinkt moglich
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» Alte Systeme XP, 2000
: » Keine Segmentierung

Remote * Wegins Internet frei
i - Lokale Admin Rechte

Laptops  Wireless
i @_é nsecure | © Passworter
— Medems 1+ PhysischerSchutz fehlt

» Angriffe nicht erkannt
* IT/OT Kommunikation

Internet

Office Network

. Infected Insecure
Misconfigured

Firewalls

Plant Network

Infected

C

&

Infected
PLC Logic - me
E S |nsecure |

Serial Links

https://www.tofinosecurity.com/sites/default/files/common/white -papers/Using -ISA_IEG62443 -Standards -WP-v1.2%20(May%20201

FH | JOANNEUM

versity of Applied Sci

IT & Mobile Security

Schutzmaflnahmen (1)

» Patch Management (Software Updates)

» Aktueller Virenschutz

» Passwort Policy

» Datensicherung, Aufbewahrung von Sicherungsdaten

» Datenverschliisselung + Schliissel Handling

» Firewall + Regelwerk, WAF (Web Application Fire wall)

» Einsatz von IDS (Intrusion Detection)und IPS (Intrusion
Prevention) Systemen

» Einsatz von Honeypots/ Honeynets
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Schutzmafnahmen (2)

» Gute Ausbildung der Mitarbeiter

» Trainings in realer Umgebung, Security Lab, Cyber Range
» Gememsame Trainings mit I[T/OT

» RegelmdBige Sicherheitsiiberprifungen

» Gesundes Misstrauen, Awareness
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Vielen Dank!

klaus.gebeshuber@fth-joanneum.at




